This article mainly expounded the general development situation of security technology of mobile communication system, analyzed the unsafe factors in mobile communication network, discussed the information security technology of mobile communication technology in four aspects of encryption technology, authorization technology, digital integrity technology, authentication technology, and on this basis proposed the information security measures of mobile communication. Hope that the elaboration of this article could provide some references to relevant areas.
keys are in two main device, the first is the SIM card; the second is AUC. The key is mainly by means of random digitals transmitted network system, mobile systems and networks receive these random digitals at the same time, and use the keys appear under authorization process, because when choosing random numbers, it has the encryption function, the safety of the operation can be ensured. Typically, the key of data encryption the user accesses also need to be protected to ensure the security of users' information and privacy.
Authorization technology
The authorization mainly refers to the device for avoiding the unauthorized, illegal personnel to intrude into the mobile system, and its working principle is to use authentication technology to identity invaders' authentication in the process of mobile system accessing the register VLR. Figure 1 Flow chart of authorization In authorization, it needs to realize in the communication network and SIM card. When a mobile communication user logs on mobile network or communicates, he needs to be authenticated, and the mobile network interrupt system will randomly show a string of numbers, which is 128 bits. In the SIM card, it needs to use the A3 calculation to process the random string of numbers and the key in SIM card, then gets the authorization code SRES2, compares authorization code SRES2 with the authorization code SRES1 received by authorization center, if the comparison results are same, it indicates that the user is a valid user, and receives the processing requirements; on the contrary, if the results are not the same, it indicates that the user is illegal, and will not receive the processing requirements. Using authorization technology could ensure that the legitimate rights and interests of mobile communication users are not infringed, also effectively prevent the invasion of illegal users. The flow chart of authorization is shown in figure 1: 
Digital integrity technology
The working principle of the digital integrity technology mainly refers that when sender transmits the data, it needs to add redundant encoding section to the data transmitted, and takes this encoding section as a verification code, under normal circumstances, the verification code attaches after the message. In data transmission, it needs to send the master data and verification code together to the receiver, after the receiver receives data, according to the corresponding decoding method, the verification code sent by sender is validated, if the same, information is received. Because the verification code evolves based on the data transmitted, therefore, by inverse operation, the accuracy of the verification code could be accurately determined.
In view of the steady development of digital integrity technology, based on the digital integrity technology, the derived tampering technology has developed rapidly. The illegal user only needs to fake the verification code, uses the verification code to change the data, and the digital integrity technology cannot accurately identify. Because there is a certain correlation between the verification code and the transmitted data, we can spread the verification codes to every verification space, so that it can effectively reduce the intrusion risk of illegal users.
Authentication technology

